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* o *coe0 This project purports to provide a European Fundamental Values based
e o+ ° o ® 0 framework for the issues shaped and brought about by digitalization in
' o o ©® ® ® o . Ukraine. For this purpose, the Interdisciplinary Research Hub on European
Do o O ° ® . Fundamental Values and Digitalization is established at Yaroslav Mudryi
National Law University.
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The project consists of three parts: research, educational (sharing) and
policy-making.
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KomnneKcHe peryntoBaHHA

. *o0 Digital Services Act (DSA), Regulation 2022/2065
c o« ° o o0 . Digital Markets Act (DMA), Regulation 2022/1925
o o ©® ° ® o
poo ® ° o . Artificial Intelligence Act (a draft EU law)
eooo0®

General Data Protection Regulation (GDPR), Regulation
2016/679

“TexHonoriyHnin” nipxia,

Miaxig “m’skoro npasa”
White Paper on Artificial Intelligence, Ethics Guidelines for
Trustworthy Al and Policy and investment recommendations
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How artificial intelligence affects
justice and public power in terms of values

VIl KHARKIV INTERNATIONAL LEGAL FORUM
Panel discussion

“Al, justice and public power”
26 and 27 September 2023
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CFUDL e Fundamental values

Human Rights
Democracy
Rule of Law

‘European Al [to be] grounded in our values and fundamental rights such as
human dignity and privacy protection’.

(White Paper on Artificial Intelligence — A European Approach to Excellence and
Trust’ COM(2020) 65 final)

‘The Union is founded on the values of respect for human dignity, freedom,
democracy, equality, the rule of law and respect for human rights, including the
rights of persons belonging to minorities. These values are common to the
Member States in a society in which pluralism, non-discrimination, tolerance,
justice, solidarity and equality between women and men prevail’.

(Consolidated Version of the Treaty on European Union [2008] OJ C115/13, art 2)
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EFVDE ip:g?;iT;n:f;ionValues Human rights and jUStice

(1) how Al affects fundamental human rights may affect the
ideal of human rights in general through the erosion of

value bases
(2) Al can attack individual rights in overt and covert

manners

Alrogithmic content moderation example
Biometric data example
Als pre-emptive power example
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Embedding them into Al:

- to chose the concept (How? By whom?)
- to describe for machine
- to apply to an unlimited range of cases

The problem of biased humans and biased Als
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[ FVD E iFfB?;iTjnéf:O” values  Understanding, interpretation and justification

Can we guarantee the Al that will be involved when
applying justice will really understand the law and interpret

the law properly?

the speed of text processing and the accuracy of data extraction (+)
machines understand what they ‘read’ (?)

interpret the facts in the light of an infinite number of contexts (?)

justify the decision in such a way as to convince others of its fairness (?)
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CFVDL e Public and private dynamics

(1) difficult to control, get deployed before it is clear what
hazardous long-term consequences

(2) obscurity and incomprehensibility for the general public
(3) private ownership of algorithms, their parts or entire Al
systems

=== dependence of the public sector on private actors
who create, modify, adjust and maintain algorithm
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CFVDE | Sme Legitimacy of Al

‘Wait — | did not vote for that algorithm — and it’s already
telling me what is just and what not!

Gradual
Imperceptible
Profound

The requirements for institutions that people consider
legitimate have been crystallising over centuries (checks
and balances, e.g.)
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ERVDE /[t Conclusions

The threats posed by Al do not — and can not — mean we
need to abandon Al altogether. All in all, it can create a lot of
benefits (efficiency, safety, reducing human errors, etc).

At the same time, it is necessary to take into account that we
are not discussing some hypothetical distant future any more,
but we consider the future knowing that Al already occupies a
significant part of the current life of people and societies.
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Agenda

1  Global Regulatory Landscape

Examining the diverse regulatory aspects governing Al

theirimpacton implementation.

3 AlTransparency Limitations

Exploring the constraints that limit the scope of Al transparency

measures.

Objectand Purpose of Transparency

Analyzing the underlying goals, objectives, and concepts driving the

driving the pursuit of transparency in Al systems.

Reflections

Concluding thoughts and insights
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The Problem

Complexity and Opacity

Al systems are characterized by intricate algorithms, often makingit difficult
it difficult to understand their decision-making processes.

Balance and Sustainability

Strikinga balance between transparency and innovation is crucial to foster a
to foster a sustainable Al ecosystem

Opportunities and Risks

Al has the potential for tremendous benefits but also poses significant risks
significant risks that need to be mitigated through transparency.

EU and Al transparency limitations

How balanced is EU's Al transparency framework to address evolving
evolvingchallenges?

& Made with Gamma
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Global Regulatory Landscape of Al

Diversity in Approaches Micro and Macro Sustainability Beyond Governmental
Sustainability Transparency

Global Al regulations vary widely,

showcasing different priorities and Examining the effectiveness of Exploring the unique aspects of Al

methods for achieving transparency. transparency measures at both the transparency compared to traditional

transparency. individual system and the broader traditional public sector transparency

ecosystem levels. transparency models.
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Object and Purpose of Al Transparency

1 Lack of Subjective Right

Current laws do not formally recognize a subjective right to Al transparency, highlighting the need for further legal develop ment.

2 International Efforts

States and international organizations are actively seeking to address Al transparency issues on a first come — first serve basis

3 Evolving Concept

Al transparency is a dynamic and evolving concept, requiring continuous adaptation to the changing landscape of Al technologies.

4 N ational Policies

National policies often integrate Al transparency objectives with broader public sector transparency goals, promoting openness in decision-making.

5 EU Al Act

The EU Al Act defines transparency in terms of traceability, explainability, and informing users about their interactions with Al systems.

£ Made with Gamma
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Object and Purpose (2)

Making Al Visible

1 Al transparency aims to enhance understanding of how Al systems operate, indudingtheir decision-making processes, data usage, and potential impacts.

Strategic Goal Enhancer

2 Transparency serves as a crudial tool for regulators to achieve their strategic goals, such as promoting responsible innovation and protecting fundamental rights.

Human-Centric and Economic-Centric Goals

3 EU's Al transparency strategy seeks to balance human well-beingand economic growth through responsible Al development.

Alternative - China's Strategic Goal

4 China emphasizes technological innovation aligned with national interest and human rights protection, integrating transparency into its national Al strategy.

Targeted Communication

) Effective Al transparency requires tailoring communication channels and messages to different audiences, considering their knowledge and needk.

£ Made with Gamma
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Al Transparency Limitations: principles

Commercial Interests Principle of Minimum Intervention

Al Disclosure Duties No Principle of Maximum Disclosure

& Made with Gamma
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Al Transparency Limitations: scope of disclosure duty

Al ldentification

Transparency measures require clear identification of Al systems, including generative Al and chatbots, to inform users about their interactions.

about their interactions.

Al Decision-Making

Users should be informed about the use of Al in decision-making processes, especially in regulated services, to understand

interactions.

Provider Disclosure

Transparency includes disclosing details about the provider of the Al system, promoting accountability and understanding

origins.

Logic, Instructions, and Rights

Transparency encompasses disclosing the logic behind Al algorithms, instructions for use, and users' rights and

system.
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Al Transparency Limitations: identification

1 Identification Duty: how?

Transparency measures include both implied and direct
Al systems through disclaimers, warnings, labeling,
acknowledgment.

3 "Average Consumer” Test

The effectiveness of transparency measures is evaluated
"average consumer" test, ensuring that users understand the
benefits of interacting with All.

Signals of Al Presence

Al systems can signal their presence through visual cues, verbal
statements, and technical indicators, providingusers with clear
information about their interactions with Al.

Content Generation and Attribution

Transparency raises questions about the relative importance of content
content orign (who created it) versus content creation method (how it
(how it was created).

& Made with Gamma
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Al Transparency Limitations

Risk-Based Disclosure Supervisory Authority Disclosure
Higher-risk Al systems, including those posing systemic risks, require more Additional disclosure obligations for high-risk Al systems are primarily
disclosure, including information about the system's capabilities, conformity supervisory authorities to facilitate effective oversight.

risk management, and human oversight.

Explanatory Duty Expert Disclosure
Revealing the identity of the Al system is sufficient for "reasonably General-purpose Al model providers must provide proportional transparency
understand the general risks and benefits, with more detailed disclosures left including documentation and information for downstream deployers.

discretion of supervisory authorities.
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Full Transparency Zone under the EU Al Act

1 Prohibited Practices

The Full Transparency Zone encompasses Al practices deemed
detrimental to democratic values and fundamental rights. This
practices such as social scoring and manipulation, which aim to
individual behavior or control societal outcomes.Such practices
prohibited due to their potential to undermine free decision-

autonomy, and individual dignity.

3 Relative Harm Test

In this zone, certain practices, such as remote biometric

systems, are subjectto a harm test. This test assesses the potential
on fundamental rights and determines whetherthe use of these
justified. If the potential harm is deemed significant, the practice

classified as a high-risk system subject to stricter transparency

Protected Values

This zone prioritizes the protection of fundamental values like free decision-
decision-making, freedom from social engineering, freedom of thought, and
thought, and individual assessment of personality. The Act aims to prevent
prevent the misuse of Al technologies for surveillance, manipulation, and the
manipulation, and the creation of biased or discriminatory outcomes.

outcomes.

Proportionality and Necessity

A crucial aspect of the Full Transparency Zone involves
necessity tests. This means that the use of Al systems mustbe
to the intended purpose and that no less restrictive alternatives
to achieve the desired outcomes. These tests ensure that Al

used responsibly and ethically.

£ Made with Gamma
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Limited Transparency Zone

High-Risk Al Systems

The Limited Transparency Zone encompasses high-
encompasses high-risk Al systems, which pose
pose significant potential for harm to individuals or
individuals or society. These systems often involve
involve sensitive data or have the capability to

to influence critical decisions, making transparency

transparency a key consideration.

High-risk systems include those used for
infrastructure, product safety, law

and the administration of justice. In these
balancing the protection of fundamental

the need for innovation is crucial.

Protected Values

The Limited Transparency Zone seeks to balance
balance the protection of fundamental rights with
rights with the need for innovation. Transparency is
Transparency is essential to ensure that Al systems
systems are used responsibly and ethically,
especially in sensitive areas like public security,
security, individual safety, privacy, and law

enforcement.

While transparency is important, the Act
that certain exceptions may be necessary to
protect national security and public safety.
is to strike a balance between transparency
need for effective law enforcement and

Secu rity measures.

Significant Harm Test

Al systems in this zone are subject to a
harm test.If an Al system does not pose a
significant risk of harm to individuals,

not materially influencing decision-making,
not be classified as high risk. The test helps
identify systems that require greater

transparency.
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Minimal Transparency Zone

All Other Al Systems

The Minimal Transparency Zone
covers all Al systems that do not pose
pose a significant risk of harm and are
and are not classified as high risk. This
This zone aims to ensure that Al
systems are developed and used
responsibly, while minimizing
regulatory burden and encouraging

encouraging innovation.

GPAIS

General-Purpose Al Systems (GPAIS)
(GPAIS) with no systemic risk are also
also included in this zone. GPAIS are
are designed for a wide range of
applications and are not typically
tailored to specific purposes, making
making them less likely to pose

significant risks.

Transparency

The Minimal Transparency Zone
focuses on basic transparency
requirements, such as providing
information about the purpose
functionality of the Al system. The
is to promote transparency and
accountability, while ensuring
development and deployment

practical and efficient.

£ Made with Gamma
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Unregulated Transparency Zone: exemptions

Al Framework

The Al Framework Convention
establishes a framework for Al
governance, including
principles. It also sets certain
exemptions for national
defense-related Al systems and
research and development
activities.

Al Act

The EU Al Act similarly exempts
certain Al systems, such as
used for national security,
purposes, and specific research
development activities.

Exemptions of the Al Act

Exemptions to transparency
requirements are granted to certain
certain Al systems, such as those
those used for national security,
security, defense, and international
international cooperation.

4

Self-Regulation

The Al Act encourages self-
regulation for Al systems that do not
do not fall under the scope of the
the Act. This includes low-scale
activities, open-source software,
software, and certain researchand
and development activities. The goal
The goal is to promote responsible
responsible Al development while
while minimizingregulatory
intervention.

£ Made with Gamma
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Final Reflections

Key Considerations

Al Transparency Ownership

Eisenhower's Principle

Experimental Nature

|deological Conflict

Points to Note

Determiningthe responsibilities and roles of different
different actors, including providers, deployers, users,
deployers, users, and regulators, in ensuring Al
transparency is crucial.

Addressing"important but not urgent" risks, suchas
such as systemic biases and unintended
consequences of A, is essential to prevent longterm
longtermharm

The framework for Al transparency is still under
under developrment, and ongoingexperimentation
experimentation and evaluation are necessary to
toensure its effectiveness.

The gobal competition in Al development can create
create tensions between different nations'
approaches to Al transparency, highlighting the need
the need for international cooperationand
collaboration.
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- mass disinformation about the war in

- Israel-HAMAS armed conflict starting in

The scope of

the concept

vaccination in =

Ukraine by pro-Kremilin bloggers from
2022 till now

2023 ("deluge of online propaganda and
disinformation larger than anything

seen before” (NYT) ThreOti lCnnd
current law
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Latest regulatory developments in Al in Europe

By Prof. Stéephanie Laulhé Shaelou, Professor of European Law and European Values, Head, School of Law and Jean

D.A.A.D. International Visiting Professor and Chair holder of Common Law in Global Contexts, Institute for
International Law of Peace and Armed Conflict (IFHV), University of Ruhr in Bochum, Germany

UNITAR Visiting Professor
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Outline

* Inside the European digital legal order: EU Al Act and CoE
framework Convention on Al and Human Rights, Democracy and
Rule of Law

* Al impact on fundamental human rights
* ‘New’ fundamental rights

"% | Co-funded by
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The European digital legal order
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The advancement of the European digital legal order

» The ‘European digital legal order’ has now gained more importance than the overarching
concept of European (public) legal order.

* The European legal order traditi_onaIIP/ entails a set of fundamental human rights, Rule of
Law principles and Democratic values as enshrined in:

the UN Charter (1945);

the Council of Europe Statute (1949);

the European Convention for the Protection of Human Rights and Fundamental Freedoms (ECHR);
the EU Treaties (Articles 2, 6 and 7 TEU);

the Charter of Fundamental Rights of the European Union (EU Charter);

the case law of the ECtHR and CJEU.

From maintainin%hthe Rule of Law derive the sustainability of Democratic values and
freedoms under the law enshrined in fundamental human rights.

This remains unchanged in the digital world: nature, scope and upholding of fundamental
human rights, Rule of Law principles and Democratic values.

Co-funded by
the European Union
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‘Inside’ the European digital legal order—

* No uniform definition of Al or Al systems in the European legal order at large — but several attempts made to provide ‘all-encompassing but

change-resistant’ definitions as AIS’s serious impact on fundamental human rights:
* European Declaration on Digital Rights and Principles for the Digital Decade (anthropocentric interaction vis-a-vis Al systems, digitalisation and algorithmisation);
* Risk-based EU instruments (General Data Protection Regulation GDPR, Digital Markets Act DMA, Digital Services Act DSA and EU Al Act).

*  Framework approach: CoE framework Convention on Al and Human Rights, Democracy and Rule of Law (Art 2). Al systems are “a machine-based system that for explicit
or implicit objectives, infers, from the input it receives, how to generate outputs such as predictions, content, recommendations or decisions that may influence physical

or virtual environments. Different Al systems vary in their levels of autonomy and adaptiveness after deployment”.

* Need to re-examine potential new/renewed/modernised rights that should enhance and/or supplement the current catalogue of fundamental

human rights, as contained in the EU Charter and the ECHR.

* Regulatory standards, especially in relation to Al, should be clearer and not be based on a half-hearted approach.

Co-funded by
the European Union crolev@uclancyprus.ac.cy
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REGULATION (EU) 2024/1689 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

of 13 June 2024

laying down harmonised rules on artificial intelligence and amending Regulations (EC) No 300/2008, (EU) No 167/2013, (EU)
No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828
(Artificial Intelligence Act)

(Text with EEA relevance)
THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

crolev@uclancyprus.ac.cy
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— EU Al Act: Main features

« Banning certain Al applications that threaten citizens’ rights (facial recognition databases, emotion
recognition in certain places, manipulating human behaviour);

* Limiting the use of biometric identification systems by law enforcement;
» Obligations for high-risk systems (Chapter lll, sections 1-3, Art 6-27):

. si%_nific_:ant potential harm/risk/impact to health, safety, fundamental rights, environment, democracy and RoL in
critical infrastructure, essential private and public services (including banking), law enforcement, democratic
processes, etc'.

« Such _S)ﬁjtems must ‘assess and reduce risks, maintain use logs, be transparent and accurate and ensure human
oversight'.

. Ri%rt]t of complaints and to receive explanations about decisions based on high-risk Al systems that affect their
rights.

« Transparency requirements for General-purpose Al ﬁGPAI) systems and their models: compliance
with copyright law and open data training materials. If systemic risks, additional requirements:
Berformlng model evaluations, assessing and mitigating systemic rights and reporting on incidents’.

eepfakes (artificial or manipulated images/audio/video) must be clearly labelled.

» To support innovation and SMEs, regulatory sandboxes and ‘real-world testing’ needed at national
level before placement on the market.

Co-funded by
the European Union crolev@uclancyprus.ac.cy
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EU Al Act - Next steps

* Entry into force: 20 days after its publication in the EU official Journal,
 Fully applicable: 24 months after its entry into force
« EXCEPT for:

« bans on prohibited practices: will apply 6 months after the entry into force date;
» codes of practice: 9 months after entry into force

« General-purpose Al rules including governance: 12 months after entry into
force; and

 Obligations for high-risk systems: 36 months.
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Centre for the Rule of Law

CoE framework Convention on Al and Human nghts
Democracy and Rule of Law

» Adopted on 17 May 2024 by the Committee of Ministers of the Council of Europe at its 133th Session held in Strasbourg,
gndtwnl tt)ae 0 Oezrle for signature on the occasion of the Conference of Ministers of Justice in Vilnius (Lithuania) on 5
eptember :

* Aimis to ensure compatibilitg between Al systems throughout their life cycle and HR, Democracy and RoL (Art 1(1)). For
thlsgurpose, each Party to the Convention will need to take appropriate ' measures to ensure that aim — to be deposited to
the SG of the CoE (Art 1(2)) with a follow-up mechanism to be putin place (Art 1(3)).

« Scope include not onI%/ the Al systems per se, but also their risks and impact, as may be produced or arise from public
and private actors (Art 3).

» National security interests fall outside of the scope of the Convention (Art 3(2)). But subject to a broader condition of
compliance with international law, international HR obligations and democratic institutions and processes... may not be
sufficient for a number of derivative actors.

« R&D activities special provision around testing.

« Convention sets out two general obligations: c(ii) protection of HR gArt 4); and (ii) integrity of democratic processes and
respect for the RoL (Art 5% + Principles related to activities within the lifecycle of Al systems (Chapter Ill, Arts 6-13).

» There are general provisions for assessment and mitigation of risks/adverse impacts (Chapter V).

Co-funded by
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European Declaration on Digital Rights and CoE framework Convention on Al and Human
Principles for the Digital Decade and the Ethics Rights, Democracy and Rule of Law

uidelines for trustworth Al of the High-Level -
%ert Group on Art|f|C|aYInteII|gence 1\ * Art 6: subsidiarity
HL « Art 7: human dignity and individual
1. Human agency and oversight; autonomy
2. Technical robustness and safety; * Art 8: Transparency and oversight
4. Transparency; - Art 10: Equality and non-discrimination
5.  Diversity, non-discrimination and fairness; - Art 11: Privacy and personal data protection
6. Societal and environmental well-being; * Art 12: Reliability
7. Accountability. « Art 13: Safe innovation.

Wider safeguards available (access, public
consultation, digital divide, protectlon of
existing HR and non-discrimination, wider
protection).

Co-funded by
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Al cross-cutting impact on fundamental human rights‘in™*
Europe

* How Al affects fundamental human ri?hts may affect the ideal of human rights in general through the
erosion of value bases and recourse to technological determinism/a more utilitarian approach to
regulation and practice.

« Al systems can attack individual rights in overt and covert manners, cross-cu_ttintg impact on rights via
ded) oyment of technologlles. Such attacks may affect primarily, but not only, rights enshrined in the
EU Charter and the ECHR:

to respect for private and family life (Art 7 EU Charter; Art 8 ECHR)
 to protection of personal data (Art 8 EU Charter)
» to freedom of expression and information (Art 11 EU Charter; Art 10 ECHR)
» to freedom of thought, to conscience and religion (EU Charter, Article 10; ECHR, Article 9)
 to rights of liberty and security (EU Charter, Article 6; ECHR, Article 5)
» to the right to a fair trial (EU Charter, Article 47; ECHR, Article 6)
« to the right to non-discrimination (EU Charter, Article 21; ECHR, Article 14)
 to equality of men and women (EU Charter, Article 23)
 to rights of the child (EU Charter, Article 24)
 to the principle of no punishment without law (ECHR, Article 7)

Co-funded by
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+ Content moderation algorithms may affect not only
freedom of expression, but also freedom of thought,
conscience and religion, the right to non-discrimination,
equality of men and women, and the rights of the child.

. AI?orithms in their design and/or use may be invasive,
selective, promote ﬁ)olarlsatlon of opinions and dilute

discussions, as well as generally contribute to the

formation of a certain picture of the world among users of

digital content.

* When de_scribin? the impact of AlS on fundamental human
ways possible to single out specific rights

rights, itis not a
that are affected by these technologies. Thus, the

uestion arises as to how to best prepare and protect

them.

Co-funded by
the European Union
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Centre for the Rule of Law
Jean Monnet C

The ability of AIS to track users both in the public and
the private sphere of life is outstanding.

That is so particularly because it is not necessary to use
technological artefacts directly to be the object of certain
tracking actions.

Bits of information put into the digital space by others can
make it easier for non-users to track them because Al can
search, process, combine and analyse those bits with
astonishing accuracy, as well as keep track of what people
have been interested in and weave it into their online
searches, intrusively or more subtly.

Algorithms can establish a match on a ﬁhoto with a person
who did not take or post this photo on the network and
may even not have known that it was taken, then
determine the location of this person at a certain time.

crolev@uclancyprus.ac.cy
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Centre for the Rule of Law and European Values,
Jean Monnet Centre of Excellence (2022-25)

Scope of ‘new’ rights

\

’t

* A vision of the future with Al systems could open the possibility to
create new rights and/or (significantly) change/upgrade the
essence and scope of already existing rights.

* Introducing new rights may also mean changing their status from
rights that apply to certain categories of persons (such as user
rights or data subject rights) to fundamental human rights that
are of utmost importance to all human beings.

* New rights do not necessarily fall within the scope of the latest
developments on Al in Europe.

"% | Co-funded by
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‘New’ rights (not absolute)

‘right not to be subjected to automatic decision-making and
automatic processing’ in the broadest sense. Human ~
withdrawal from semi or fully automated decision-making is
one of the red lines of the European dlﬂltal_pubhc legal order.
The new dimension/broader sense of the right must include
the requirement to have human-centered decision-making
process controlling the Al decision and being ultimately
responsible for it.

‘right to influence one’s digital footprint’. Individuals should
have the right to participate in their digital lives in such a way
that information is reviewed in accordance with time passed
and its significance to the individual and not to society.

‘right not to be measured, analysed or coached’. Since both
states and companies are mcreasmPIy resorting to mass.
surveillance and collecting the smallest detailed information
about people. Obligations not to resort to mass surveillance,
at least in some places that should remain private, and not to
resort to 24/7 surveillance.

Co-funded by
the European Union

Comparative table

R B
and European Values,
~entre of Excellence (2022-25)

Centre for the Rule of Law
Jean Monnet C

Existinglextended rights

1. Art 22 DPR_‘Automated individual decision-making,
including profi
events’.

2. Art 17 GDPR (right to erasure)

3. Can new rights be introduced in the EU Charter?
* ‘right not to be manipulated’
* ‘right to be neutrally informed online’
* ‘right to meaningful human contact’

ing) — limited to ‘seriously impactful

Call on achieving democratic societies based on the Rule of
Law and fundamental human rights in which everyone
benefits equally from technologies.

crolev@uclancyprus.ac.cy
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Mark Zuckerberg’s Senate
hearing

Facebook is an idealistic and optimistic company. For most of our existence, we
focused on all of the good that connecting people can do. And, as Facebook has
grown, people everywhere have gotten a powerful new tool for staying connected to
the people they love, for making their voices heard and for building communities
and businesses.

But it's clear now that we didn't do enough to prevent these tools from being used
for harm, as well. And that goes for fake news, for foreign interference in elections,
and hate speech, as well as developers and data privacy.

We didn't take a broad enough view of our responsibility, and that was a big mistake.
And it was my mistake. And I'm sorry. | started Facebook, | run it, and I'm responsible
for what happens here.

So, now, we have to go through our — all of our relationship with people and make
sure that we're taking a broad enough view of our responsibility.

It's not enough to just connect people. We have to make sure that those connections
are positive. It's not enough to just give people a voice. We need to make sure that
people aren't using it to harm other people or to spread misinformation. And it's not
enough to just give people control over their information. We need to make sure that
the developers they share it with protect their information, too.

Across the board, we have a responsibility to not just build tools, but to make sure
that they're used for good. It will take some time to work through all the changes we

need to make across the company, bu etting this right. This

includes the basic responsibilit
to do with Cambridge Analytica.



Taxonomy of cases

e violation of fundamental human
rights

* copyright infringement

« defective products
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Violation of Human Rights

* Force v. Facebook, Inc., No. 18-397 (2d Cir. 2019)
 Lemmon v. Snap, Inc., 995 F.3d 1085 (9th Cir. 2021)

* A.M. v. Omegle.com LLC, No. 3:2021cv01674 - Document 36
(D. Or. 2022)
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Safe Harbor in the US

‘No provider or user of an interactive
computer service shall be treated as the
publisher or speaker of any information
provided by another information

content provider’

e Section 230 of the Communications

Decency Act (CDA)
:***1 Co-funded by
\ - DRI the European Union



(i) the action is brought against a
defendant who is a ‘provider or user
of an interactive computer service’;

(ii) the claim effectively treats
defendant as a ‘publisher or
speaker’ of information; and

(iii) the information is provided by
another person.



Safe Harbor in the EU

‘Where an information society service is provided that consists of the
storage of information provided by a recipient of the service, the
service provider shall not be liable for the information stored at the
request of a recipient of the service, on condition that the provider:
(a) does not have actual knowledge of illegal activity or illegal
content and, as regards claims for damages, is not aware of facts or
circumstances from which the illegal activity or illegal content is
apparent; or (b) upon obtaining such knowledge or awareness, acts
expeditiously to remove or to disable access to the illegal content'.

e Article 14 of Directive 2000/31/EC on e-commerce;

« Article 6 of Regulation (EU) 2022/2065 of October 19, 2022
(Digital Services Act, DSA):

Co-funded by
the European Union




Frank Peterson v Google LLC, YouTube
Inc., YouTube LLC, Google Germany
GmbH (C 682/18) and Elsevier Inc. v
Cyando AG (C 683/18)

* (1) can it be deemed that by hosting a third party
content, YouTube makes a public communication
of a copyrighted work within the meaning of
Article 3(1) of the Copyright Directive?

* (2) does the activity of a video hosting platform
fall within the scope of Article 14 of Directive
2000/31/EC on e-commerce?

* (3) must actual knowledge of the illegal activity
relate to the concrete illegal activity under Article
14(1) of the E-Commerce Directive?
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Product Liability

* Bolger v. Amazon Com LLC (2020)

- Asociacién Profesional Elite Taxi
v Uber Systems Spain SL, (C-
434/15)
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Conclusions

« CONTROL

e decisive influence & content moderation

e 'safe harbors’ have limits

e economic considerations
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See also:

« Karnaukh, B. Scope of platform operator’s liability: three

categories of cases. Visegrad Journal on Human Rights. 2024.
No 3. 73-81. https://journal-vjhr.sk/wp-
content/uploads/2024/09/Visegrad-3 2024.pdt

* Filatova-Bilous, N. (2021). Once again platform liability: on the

edge of the ‘Uber’ and ‘Airbnb’ cases. Internet Policy Review,
10(2). https://doi.org/10.14763/2021.2.1559.
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Introduction: Cybersecurity and Fundamental Values M" e
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e |mportance of information and communications technology

— backbone of our economic growth

— critical resource which all economic sectors

— exercise of many fundamental freedoms is facilitated by it
— Central to the personality development of many individuals

e Vulnerability of IT systems

— IT systems are constantly under attack by villains

— human errors and force majeure are threats to availability, integrity and
confidentiality of information processed

e Law as a means to foster cybersecurity

— Common sense
— Positive obligations deriving from fundamental rights

Prof. Dr. Meinhard Schroder Cyber Resilience Act 3
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e Origins in directives on telecommunication, data protection and e-
commerce

e Specific cybersecurity legislation

2004: Establishment of ENISA (now: European Union Agency for Cybersecurity)
Cybersecurity strategies since 2013

NIS directive 2016/1148 and NIS 2 directive 2022/2555

Cybersecurity Act / Regulation (EU) 2019/881

Regulation 2021/887 on the European Cybersecurity Competence Centre
(ECCC)

Regulation 2022/2554 on digital operational resilience for the financial sector

Prof. Dr. Meinhard Schroder Cyber Resilience Act 4



Current State of Cybersecurity Legislation of the EU

e Legislation dealing inter alia with cybersecurity

General Product Safety Regulation
Product Liability Directive

Radio Equipment Directive, from 8/2025
Regulation 2023/1230 on machinery

Al Act

- Patchwork of laws on cybersecurity

UNIVERSITAT
PASSAU

Prof. Dr. Meinhard Schroder Cyber Resilience Act
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e Act 2 Regulation

e Will most certainly enter into force until the end of 2024, applicability 3
years later

e Product law, horizontally applicable without limitations to specific sectors

e Why more cybersecurity law?

— Consumer protection / trust in product quality and security
— Public interest in cybersecurity
— Democratic legitimation of cybersecurity standards

Prof. Dr. Meinhard Schroder Cyber Resilience Act 6
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e Subject Matter and scope of applicability

— Article 1 CRA
e rules for the making available on the market of products with digital elements

e essential cybersecurity requirements for the design, development and production of
products with digital elements, and obligations for economic operators in relation to
those products with respect to cybersecurity

e essential cybersecurity requirements for the vulnerability handling processes put in
place by manufacturers to ensure the cybersecurity of products with digital
elements during the time the products are expected to be in use, and obligations for
economic operators in relation to those processes

e rules on market surveillance, including monitoring, and enforcement of the rules
and requirements
— Definition of “product with digital elements” in Article 3 (1) CRA:
a software or hardware product and its remote data processing solutions,
including software or hardware components being placed on the market
separately

Prof. Dr. Meinhard Schroder Cyber Resilience Act 7
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e Security requirements

— Article 6 CRA + Annex |
¢ Product-related
e Manufacturer-related

e Not only until a product is on the market, but during the whole lifecycle of a
product!

e Security levels

— Determine the level of assurance for conformity required
— 3-4 levels

e Most products (~ 90%): self-assessment + declaration of conformity by
manufacturer
e Important products (~10%):

— Class I: full compliance with harmonised standards + self-assessment or external
assessment by notified bodies

— Class Il: external assessment by notified bodies

e Critical products: “European cybersecurity certificate”

Prof. Dr. Meinhard Schroder Cyber Resilience Act 8



The Cyber Resilience Act :
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e Additional requirements for

— importers
— distributors
— Open source software stewards

e Enforcement

— Market surveillance
— penalties

Prof. Dr. Meinhard Schroder Cyber Resilience Act 9



Summary and Outlook H" :
— | UNIVERSITAT
““Z4( PASSAU

e The CRA will increase the level of cybersecurity in the EU

e The jigsaw is not finished, promoting cybersecurity with legal means
remains a continuing task

Prof. Dr. Meinhard Schroder Cyber Resilience Act 10
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MnaH obroBopeHHA

. €auHa cypoBa iHhPopMmaLiMHO-TeNeKOMYHiKauiHa (3 6epesHa 2024
p. KOMYHiKauiWHa) cuctema: status quo?

Il. MoBHICTIO AUCTAHUINHI 3aCigaHHA NO3a MeXXaMu NPUMILLLEHHA cyay
nig 4ac BiMHU: UM Ue MOXKIUBO?

lll. EKcTeputOopianbHUMM  OHNAUH  PO3rNAA:  iAea UM peanbHa
nepcnexkTusa?
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l. ECITC (ECIKC) | KopoTKa ictTopnyHa peTpocnekTuBa | 1

EnemeHTN enekTpoHHOro cyaoumnmHcTea 4o pepopmm 2017 p.:

e 3 KiHUa 1990-x pp. Yy cyaax 3arasbHOI HPUCAMUKLIT MNOYaNoOCb BNPOBAAXKEHHA CUCTEMMU
aBTOMaTU3auii AOKymeHToobiry — Komn’'toTepHa nporpama «/[-3», WO 3acTOCOBYETbCA i NO
CbOroAHi;

e 32004 p. piKcyBaHHA Cyg0BOro npouecy TeXHiYHUMKU 3acobamu;

e 32007 p. noBHOUiHHe 3anpoBaaxeHHA EAPCP;

e 32010 p. BCTAaHOBNEHO HOPUANYHUIN CTAaTyC aBTOMATM30BAHOIro AOKYMeHTOOobiry cyay, BU3HAYEHO

3dCaau 3,£I,iI7ICHeHHﬂ dBTOMATN30BaHOIO po3r|op,iny crnpas,;

e 2012 p. — MOXAUBICTb BigeoKoHPepeHLUii 3 npumiweHHA iHworo cyay (3 2020 p. — BAacCHUMMU

TeXHIYHMMM 3acobamm, OgHaK NnLLe ANs YH4aCHUKIB CnpaBu Ta iX NpeAcTaBHUKIB).

QUERITIUS www.queritius.com
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l. ECITC (ECIKC) | KopoTKa ictopuuHa peTpocnekTusa | 2

e C(Crparteria pedopmyBaHHA CYyAO0YCTPOI, CYAOUYMHCTBA Ta CYMIXHUX NMPaBOBUX iHCTUTYTIB Ha 2015-2020 pp. —

HeobXigHICTb MOETANHOro BNPOBaAXKEHHSA iIHCTPYMEHTIB €/1eKTPOHHOro nNpaBocyaas;

e 3aKkoH Neo 2147-VIII Big 03.10.2017 p. — y cyaax, BPMN, BKKC, ACA, Cnhyxbi cyaoBOi OXOPOHM iXHiX OpraHax i

nigpo3ainax mano 6yt 3abesneyeHo PyHKuUioHyBaHHA ECITC;

e 01.12.2018 p. — ACA Ha Beb-nopTtani cyaosoi Bnaau Ta B raseti «lfonoc YKpaiHM» 6yno po3mileHo

oronoweHHa BPI npo no4aTtoK ¢yHKUioHYyBaHHA ECITC;

AJIE!

e HanpwukiHui 2018 p. ctaBcA 36in B poboTi ECITC, yuepes akmumn 6araTto cepsiciB 6ynmn HegocCcTynHi binble micaus;
e 28.02.2019 p. BPIN Bigknukano oronoweHHs Big 01.12.2018 p. npo noyaToK ¢yHKUioHyBaHHA ECITC;

e Okpemi moayni ECITC Takun bynun 3anyuleHi B 40CAigHY, a 3ro40M KOPUCTYBaLbKy eKkcnayaTauito (EneKTpoHHUI

cyA, Ta EnekTpoHHMI KabiHeT), NpoTe 04eBUAHOK CTa/la HEMOXX/AUBICTb OAHOYACHOT KOMMJIEKCHOI peani3auii.
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l. ECITC (ECIKC) | KopoTKa icTopnyHa peTpocnektusa | 3

o 27.04.2021 p. — npuinHATO 3aKoH Ne 1416-IX «[Mpo BHECEHHA 3MiH A0 AEAKMX 3aKOHOAaBYMX aKTIB YKpaiHM Wo[0

3abe3neyeHHs NOETAaNHOro BNpoBaaKeHHA EAMHOI Cya0BOi iHPOPMaLiMHO-TENEKOMYHIKALIMHOT CUCTEMW Y.

e 3 05.10.2021 p. odiuitHO YHKUiOHYOTb TpU niacuctemun (moayni): EnekTpoHHMIA KabiHeT, EneKTpOoHHUI cya,
nigcuctema BigeoKoHpepeHU3B'A3Ky. Hes3Ba)katoum Ha 6Harato TexHiYHMX npobnem Ta  HE3py4YHUM

KOpUCTYyBaLUbKNI iHTepdenc, ENeKTPOHHUN cya, € KPOKOM Brepea, i cnpolye poboTy aasoKara.
e 3akoH Ne 3200-IX — o6oB’a3koBa peectpauin B ECIKC:

o 318.10.2024 p. pnAa aABOKaTIB, HOTAPIYCiB, AEPXKABHMX Ta NPUBATHMX BMKOHABLIB, CYyA0OBUX €KCNepTiB, OpPraHiB
AEepXaBHOI BnagM Ta IHWMUX AepXaBHUX OpPraHiB, OpraHiB MiCcLUEeBOro CcamoBpAAYBAHHA A/14 y4yacTi B
rocno4apcbKmMx, LUMBINIbHUX Ta aAMIHICTPATUBHMX CMpaBax, a TAaKOX HOPUAUYHMX OCiIO NPMBATHOrO Npasa — B

rocnofapCbKUX cnpaBax;

o 3 21.02.2024 p. ana opuan4HMX OCib NPMBATHOrO NpPaBa, AKi € yYaCHUKAMU UUBINIbBHUX Ta aAgMiHICTPATUBHUX

cnpas. |HWi 0cobu peecTpyloTb CBOI e/IeKTPOHHI KabiHeTu B A06poBiAbHOMY nopAaAaKy!
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l. ECITC (ECIKC) | Status quo | 1

Y 2023-2024 pp. npoBeAeHO TeXHIYHUW i dyHKUioHanbHUN ayauTmn ECITC, 3a pe3ynbTaTaMu AKUX

NiATBEPAXKEHO TEXHIYHY 3acTapiNicTb, apPXITEKTYPHY HECNPOMOXKHICTb | (PYHKUIOHANbHY

obmerKeHicTb.

KntouoBi Heaoniku 3a KoHuenujeto ECIKC (Haka3 CA Big, 30.04.2025 p. Ne 178):

e ECIKC He € e€eauHOl CUCTEMOIO, a WBMALUE SABNAE COOOK CYKYMHICTb PO3PI3HEHUX CUCTEM,

nobyaoBaHUX Y Pi3Hi YacK, AKi BAKOPUCTOBYIOTb Pi3HI TEXHONOTI;

e |HPopmaLuinHi 0BMiHM MixK HaaBHMMM niacuctemamm ECIKC He 3aBXAM BiANpaubOBYHOTb Ta

peani3oBaHi Ha HeAOCTaTHbO PO3BUHEHOMY PiBHI;

e BiacyTHicTb UinicHoro niaxoay Ao po3pobKM Ta BNIPOBAAXKEHHA CUCTEMMU AK EAMHOI iHPOPMALLIMHO-

KOMYHIiKaUinHOi nhaTPopmum ANA peanisaLii NOBHOBAXKEHb CYA0BOI MKW Bnagu.

QUERITIUS www.queritius.com
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l. ECITC (ECIKC) | Status quo | 2

KoHuenuisa ECIKC (Haka3 [CA Big 30.04.2025 p. Ne 178):
e JloonpauloBaHHA HAABHMX NIACUCTEM CTAE HEAOUI/IbHUM;

e [1pOMNOHYETbCA BMPOBAAMKEHHA EAMHOIO LIEHTPaNi30BaHOrO pilleHHA, AKe 3abe3neyunTb

iHTerpauinHe cepeaosule peanidauii HeobxiaHOT GYHKLIOHANbHOCTI;

e MopaepHizoBaHa cuctema 3abe3neunTb NEePeBUKOPUCTAHHA HAABHUX CepBiCiB, PYHKLIOHA/IbHUX

KOMMOHEHTIB i AaHNX, 3p0OMBLLK iX AOCTYNMHMMM KOPUCTYBAYy Yepes3 EANHUNMN iHTepdenc.
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l. ECITC (ECIKC) | NhaHn Ha manbyTHE

JlopoXHA KapTa po3BUTKY IT-piweHb y cyaoBin cuctemi (Hakas [CA Big 02.12.2024 p. Ne 534) Ta
KoHuenuia €CIKC (Haka3z [ACA Big 30.04.2025 p. Ne 178). CtBoputn HoBy ECIKC 3amictb ECITC

3annaHoBaHoO Ao 2028 poKy y ABa eTanu:

e etan 1 (2025-2026 pp.) MicTUTb YyKe iHiUiMoBaHi npoektn po3byaosu ECIKC i 3abesneuye
po3pobsieHHA Ta BNPOBAAXEHHA KAYOEOI QYHKLUIOHAaNbHOCTI nigcuctemn EnekTpoHHWUM

AOKYMEHTOObIr cyay, HM3KM NigcMCTEM | KOMMOHEHTIB, WO AOMNOBHIOKTb MNPIOPUTETHY

dyHKuUioHanbHicTb ECIKC;

e eTan 2 (2026-2028 pp.) nepenbavae goonpaLoBaHHA A0AaTKOBOI Ta €KCNepUMeHTaNbHOT YaCTUH

dyHKuioHanbHOCTI ECIKC, 30Kkpema Ha 6a3i TEXHONOriM BEIMKMX AaHMX Ta LUTYYHOrO iIHTENEKTY.
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l. ECITC (ECIKC) | Yu € manbyTHE?

MybniuHe 3BepHeHHA BPIM go KMY ta MiHpiHy Big, 11.09.2025 p.:

«Y 2025 poui ¢hiHaHcysaHHA peanizauii Hosoi KoHuenuii ECIKC 3 OepxcasHo20 6r00xcemy He
nepedbayeHo...

3a iHpopmauiero [ICA YKpaiHu, moodepHizayia ECITC, a hakmuyHoO cmeopeHHA 3amMicmb Hei HOBOI
ECIKC, onuHunace nio 3a2p0300 8HACAIOOK NpunuHeHHA hiHaAHCYBAHHA 8i0N0BIOHO20 NMPOEKMY 3
60Ky AceHmcmea CLUA 3 mixcHapoOHo20 po3sumky (USAID). [licna npunuHeHHA niompumKu
lpoepamu USAID y 2025 poui mpusae nowyk 00HOpI8 018 piHAHCYB8AHHA 303HAYEHO020 MPOEKMY...

MiHicmepcmeo ¢iHaHcie YKkpaiHu 8 aucmi 8i0 30 yepsHa 2025 poKy ... no8ioomuso ... op2aHuU cyo0oeoi
871a0uU Marme ... Npa2Hymu 00csi2HEHHA Yinel waaxom 3abe3neyeHHA AKICHO20 HAOAHHA nybaiyHux
rnocsaye npu 3aay4eHHi MiHiMansHo20 o0bcazy 6rodxemHux Kowmige ma 00CA2HEHHA MAKCUMA/bHO20
pe3ynbmamy nio 4ac UKOPUCMAHHA 8U3Ha4YeH020 brodxcemom obcsa2y Kowmis».
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Il. MoBHIcTIO ANCTAHLIWHI 3acCiAaHHA NO3a MeXXaMu NPUMILLLEHHA cyay
| Beanekosi pu3snku | 1

3 24.02.2022 p. i ctaHom Ha 16.09.2025 p. 170 npumiweHb 161 cyaosoOi YCTaHOBM 3a3Hanu

NOLWKOAMEHb Pi3HOrO CTYNEHs aX A0 NOBHOIO PYMHYBAaHHSA Ta PO3KpaAaHHA MalHa:

e 29 b6epe3Ha 2022 poKy paKeTHa aTaKa, AKa MOBHICTIO 3pyMHYyBasa NpuUMilleHHsa focnoaapcbKoro

cyay MukonaiBcbkoi 06.nacTi, 3arMHYAM ABOE NPaL,iBHUKIB cyay;

e 06 rpyaHa 2024 poKy nia 4ac pakeTHoro yaapy no Kpusomy Po3i nocTparkgana agmiHiCTpaTUBHA

byaisna [IHiNpOBCbKOro anensauinHoro cyay, 3arMHyB NOMIYHUK Cyaa,.
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Il. MoBHIcTIO ANCTAHLIWHI 3acCiAaHHA NO3a MeXXaMu NPUMILLLEHHA cyay
| Be3nekosi pu3nku | 2

Ha yeTBepTtomy poui BiMHM npouecyasbHe 3aKOHOAABCTBO He nepeabaya€e NOBHICTIO AUCTAHLUIMHUX

3acigaHb!

KogeKkcn poci He nepeabauvalotb MoXKamsocTi 6paTh yyacTb y CyA0BOMY 3acifaHHi M03a MeXXamu

NPUMILLLEHHA cyay

* cyaa,

® CeKpeTapto CyA0BOro 3acCigaHHs,
® CBIAKY,

® [epeksagavy,

e crieuianicry,

® eKcnepry.
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Il. MoBHICTIO ANCTaHLIWHI 3acCigaHHA NO03a MeXXaMU NPUMILLLEHHA cyAay
| 3akKoHoaaBui npono3uuii | 1

e No 7316 Big 26.04.2022 p. — MOXAMBICTb Yy4acCTi CeKpeTapAa CyAOBOro 3acCifaHHA, CBiAKa,
nepeksiagava, cneuianicta Ta eKkcnepra y CyAOBOMY 3acCilaHHi B pPeXMMi BiaeOKOHpepeHLii 3

BUKOPMUCTAHHAM BAACHUX TEXHIYHMX 3acobiB. BigxnneHo Ta 3HATO 3 po3rnagy — 01.07.2022 p.

e No 8358 Big 13.01.2023 p. — aHanoriyHo Ao No 7316, a TaKOX 3anpoBaAKEHHA AUCTAHLiMHOTO
AOCTYny CyAaiB A0 aBTOMAaTU30BaHOI CUCTEMM AOKYMEHTOODIry cyay Ana MOMK/IMBOCTI BHECEHHA
CYAOBUX PillEHb i OKpeMUX AYMOK A0 Hel No3a mexamu npumiweHHA cyay. OJdikye posrnagay

6inble 2 pokis.
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Il. MoBHICTIO ANCTaHLIWHI 3acCigaHHA NO03a MeXXaMU NPUMILLLEHHA cyAay
| 3akKoHoaaBui npono3uuii | 2

e No 9090 ta Ne 9091 sig 10.03.2023 p. — 3@ YMOB BOEHHOIO YM HaAA3BUYAMHOIO CTAHYy B Pa3i BUHUKHEHHA
06CTaBMH, AKi 3yMOB/IOIOTb 3arpo3y KUTTH0, 340p0B't0 Ta be3neui cyaai, y4acHUKIB Cy40BOro npouecy, CyoBi
3aCiAaHHA MOXKYTb NMPOBOAUTMCA B PEXKUMI BiaeOKOHPEpeHLUii 3 BUKOPUCTAHHAM BNACHUX TEXHIYHUX 3acobiB

no3a meXamm NPUMILLLEHHA cyay, OAHAK

O 33 HAABHOCTI TEXHIYHOI MOX/IMBOCTI PO3rnaay CnpPaBU 3a MmaTepiaZiamMmu B eNIeKTPOHHI dopmi;

O CyAaf, cekpeTtap CyA0BOro 3acigaHHA bepe yyacTb Yy TAKOMY 3acCigaHHi B meXaxX NiaKOHTPO/NIbHUX TepUTOPii
YKpaiHu;

O CcyAaa moxe 6paTu ydacTb Yy 3aCifiaHHI B peXXumi BiaeoKoHbepeHLUii Nno3a mexamm NPpUMIlLeHHS cyay, AKLWO

cnpasa po3rnagaeTbca oagHooco60Bo. 17.07.2025 p. NPOEKT BiAKAUKAHO (e ypAa0o8ux 30KOHOMPOEKM, AKUU

BIOKAUKAHUU 3a haKmom 3MiHU ypsa0y, 0OHAK Hosul ypsao He rnepenodas tioco 0o BPY).
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Il. MoBHICTIO AUCTAHLiIMHI 3aCiAaHHA N03a MeXXaMn NPUMILLEHHA cyay
| Bumoru EspoKomicii

e 3BiT EBpONENCLKOI KOMICii Woao YKpaiHu 3a 2023 piK

«3 027180y HA CNPUYUHEHi BiUHOK MPYOHOW,, 8K/AKYHO 3 repemilujeHHAM HacesneHHA ma bi3Hecy,
no2ipWeHHAM eKOHOMIYHOI cumyauii ma 3HUXeHHAM be3neku nepecysaHHA, YKpaiHa mae yxeanumu
3aKoHo0aecmeo, AKe bu odiyiliHo 3anpoeciouno OUCMAHYiUHI CAYXaHHA ma e8pe2yst8aso
npouedypHi acnekmu MaKux C/AyXaHb 3 MOBHUM OOMPUMAHHAM pouecyasnbHuUX npas cmopiH. Lle

niosuwusno bu egpekmusHicme cyo0o4uHCcmea ma roae2wusno bu docmyn 00 rpasocyoos, 8 Momy

yucni 8 ymosax 8iiHU».
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Il. MoBHICTIO AUCTAHLiIMHI 3aCiAaHHA N03a MeXXaMn NPUMILLEHHA cyay
| 3HoBY He B npiopuTerTi?

e AHani3 €Bponencbkoi KOMmicii 3 nNMTaHb edeKTUBHOCTI npaBocyaaa Ta MPOEKTY Paam €sponu
«[MiaTpuMmKa cygoBoi Bnagn YKpaiHu ana 3abesneyeHHA Kpaworo AocTyny A0 npaBocyann»,

}oBTeHb 2022 poKy

«[lumaHHA npo oucmaHuyitiHy (i AKWo mak, mo 38i0Ku) abo ¢izu4yHy yyacme cy00i 8 cyoosomy

p032/180i € He MeHW MoAIMUYHUM, HiX FOPUOUYHUM.
e JlopOXXHA KapTa 3 NMTAHb BEPXOBEHCTBA NpPaBa:

«Po3pobseHHA ma npuliHAMMA 3MiH 00 NMPoUecyasibHUX KOOEKCi8, CrIpAMOBAHUX HAG BOOCKOHA/EHHSA

Moxcausocmet oucmaxuyitiHoz2o cyooyuHcmsa» — IV KBaptan 2026 p.
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lll. EKcTepuTOopianbHMii oHNaUH po3rnag | 1aen

e [lpaBoOBi aCNEKTU rHY4YKOi TePUTOPiaNbHOI KPUCAUKLIT: NOPIBHANBHUIA Ta KOHCTUTYLLIMHUW aHaNi3

— cninbHe pocnigxXeHHA MiHicTepcTBa tocTmuii Ta EBPP

e MiH'tOCT Npautoe Haa BiANOBIAHMM 3aKOHOMPOEKTOM LWOAO BNPOBAAKEHHA EKCTEPUTOPIA/IBHOIO
po3rnaay 3 2023 p.; noro meta — 3abe3neynTn PiBHOMIPHE HABAHTAXKEHHA MiXK CyAaMM B Pi3HUX

perioHax Ta rapaHTyBaTM NPaBO KOXXHOI 0cobwn Ha cnpaBeanBUIA cyA.
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lll. EKcTepuTopianbHUii oHNauH po3rnag | KnouoBi TepmiHm

«OpucamkLia» — Le IPUAMYHUIA TEPMIH, O 03Ha4YaE Bnaay abo NoBHOBaXKeHHA, BYKBa/IbHO NPaBO «MPOro/10LLYBaTH 3aKOH»
KOpucaukuin AK acnekT cyBepeHiTeTy OXONIoE:

® 33KOHOAABYY HOPUCAMKLiIO (MOBHOBAXKEHHA BCTAHOBNOBATY NpPaBuia);

®  OPUCAMKLIO WOAO0 BUPILLEHHA CYA0BUX CMPaB UM CYA0BY HOPUCAMKLiIO (MOBHOBAaXKEHHA BUHOCUTU CY40BI PillEHHSA);

® BWKOHABYY HPUCAMKLIIO (MOBHOBA)KEHHA MNPUMYLIYBATM A0 BWKOHaHHA abo KapaTM 3a HEBUKOHAHHA 3aKOHIB M

HOPMAaTUBHO-NPABOBUX aKTiB).
FOpucaunkKuia cyais BKAKOUYaE B cebe:
e cyb’eKkTHY topucaukKLito (ratione personae);
e NpeaMeTHY lopuUcauKLito (ratione materiae);

e TepuTopianbHy topucaukuito (ratione loci).
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lll. EKcTeputopianbHuia oHnanH posrnag, | Mpaso Ha gocTtyn Ao cyay

HauioHanbHi NpaBuna TepUTOPIaNbHOI LOPUCAMKLIT MAlOTb IHCTPYMEHTa/IbHMIM XapaKkTep. BoHn 3abe3neuylotb

NPaKTUYHY AOCTYNHICTb CyAiB, a came:

® CTOPOHM CMOPY MOXKYTb JIEFTKO NOAATV NAanNnepoBi AOKYMEHTU A0 CYAY, AKUN 3PYYHO PO3TaLLOBAHUMN;
® CTOPOHM CMOPY MOXKYTb JIEFKO 03HAMOMUTUCA 3 MaTepianamMmm CnpaBu Ha Micli; Ta

® CTOPOHMU cropy MOXKYTb Pi3UYHO 6BYTHU NPUCYTHIMK Ha CYA0BMX 3aCiaHHAX.

Kpim TOro, 3riagHO 3 HAYKOBUMMU AXKepenamu TeputopiasibHa OPUCAUKLIA:

e 336e3neuye reorpadiyHUM 3B’A30K CyAiB 3i CNOPOM i MONErYE NPAKTUYMHUIA JOCTYN CTOPiH, BK/IHOYAO4MU

di3MYHY NPUCYTHICTb Ta Y4acCTb Y NPOLECI;

® 3MEHLUYE HaBaHTa)XXeHHA Ha CTOPOHM Yy 3B’A3KY 3 NOAOPOXKAaMM Ha BeNMUKi BiACTaHi, TUM CaAMMUM 3HUXKYIOUYU

BMTPATW Ta JIOTICTUKY, LLLO € KNHOYOBUM eneMeHTOM ePpeKTMBHOro A0CTyny A0 npaBocyaas.
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lll. EKcTeputopianbHuia oHnanH posrnag, | Mpaso Ha gocTtyn Ao cyay
BignoBsigHo go EKN/ | 1

e 33KOHO4ABCTBO Ma€E BiANOBiAaTM 3araJ/ibHMM BMMOram WOA0 AOCTyny A0 npasocyagAa Ta

cnpaBeaIMBOro Cy404YMHCTBA | He CTBOPIOBATM HAAMIPHUX NPAKTUYHUX NepeLllkon ANA CTOPIH, AKi

6arkatoTb 3aXUCTUTKU CBOI NpaBa B CyA,.

e MoXAnuBiCTb NOAABATU AOKYMEHTM Ta O3HAaMOMJIIOBATUCA 3 MaTepianamum cnpasum He byae
nopylweHa 4yepe3 3arpornoHOBaHI 3MiHM OCKIZIbKM Ui MpaBuaa 3aCTOCOBYBATUMYTbCA Nulle A0

cnpas, B AKUX i no3muBauy, i Bignosiaay 3apeectpoBaHi B ECITC.
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lll. EKcTeputopianbHuia oHnanH posrnag, | Mpaso Ha gocTtyn Ao cyay
BignoBsigaHo go EKN/ | 2

MoKnmBicTb BYyTM NPUCYTHIM Ha CyAOBMX 3acCigaHHAX - We OAMH acneKT AOCTyny A0 npasocyaas,

AKUM NPaKTUYHO 3abe3neyvyeTbca NpaBuIaMm TEPUTOPIANIbHOI OPUCAUKLIT cyaiB.

EkcTepuTopianbHa HOPUCANKLIA HE BMAMHE HAa MOMAMBICTb CTOPIH BYTM NPUCYTHIMKU Ha 3acigaHHAX,

agxe:

e Cnpasu AKi BiANOBIAHO A0 3aKOHOMPOEKTY MaiOTb PO3rnAa4atmucA No3a BU3HAYEHOK TEPUTOPIELD,
3a3BMYaN He BUMaratoTb NpoBeAEeHHA CYA0BUX 3acCigaHb;

® AKWO B NOPAAKY BUHATKY HeOobOXigHO NpoOBecTU CyaoBe 3acifaHHA, LUe MOXHa 3pobutn 3a
[ 0MOMOrOH0 BieOKOHpepeHL,T;

e cyaoBa npaKktMka ECMNJ1 po3rnagae cayxaHHs Yy BiAganeHOMY pPeXumi K peasibHy anbTepHaTuBy

OYHUM CIYXaHHAM.
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lll. EKcTepuTOpianbHMiA OHNAH po3rnag | AnbTepHaTuBHI popmu
TeputopianbHoi pucaukuii | 1

e JloroBsipHui Bbip micus posrnaay cnpasu (XopsaTia, PpaHuia, HimeuunHa, Itania Ta Higpepnangm);

e OAWH cya, BiANOBIAANbHUI 3a PO3rAsaa ycix cnpaB neBHoro Buay (EctoHina, HimeyuunHa, lMpeuis,

Monbuwa ta ChoBeHiA);
e CutyaTMBHUM Nepepo3noin cnpas (3a npuHumnom ad hoc) (XopsarTia, Mpeuia Ta HinepnaHau);

e BunaakoBui po3noain cnpas no BCin KpaiHi (bonrapis Ta Xopsaria).
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lll. EKcTepuTOpianbHMiA OHNAH po3rnag | AnbTepHaTuBHI popmu
TeputopianbHOI lOpUCAUKLi | 2

BunagKoBuiA po3noAin cnpas no BCil KpaiHi - mogenb, AKa PO3rnAnaceTbCca ANA BNPoBaaKeHHA B YKpaiHi

MeTa: 3meHLleHHA AnucbanaHCcy HAaBAHTAXKEHHA MiXK CyAaMM OAHOro PiBHA Ta BUPIBHAHHA WBWUAKOCTI HaZAaHHA

CYA0BUX NOCAYT Y Pi3HMUX perioHax KpaiHwu.

Bonrapia: Y 2023 poui bonarapia BHecna KapauHanbHi 3miHn ao UMK, nepernsHyswn npasuia TepuUTopianbHOI
IOPUCAMKLIT CYAiB Yy CNpaBax Npo HaKa3Hi NpoBadKeHHA. He3anerKHo Big Toro, Yn NoAatoTbCs BOHU B €1EKTPOHHIN
4Yn naneposin Gopmi BCi 3aABM NPO HaKaA3Hi NPOBaAXKeHHSs MatoTb byTn oumdpoBaHi, a NOTIM po3noAineHi
BUMAAKOBMM YMHOM MiXK yCiMma cyaamm HaMHUXKYoro piBHA. Po3noain cnpaB mae 6a3yBaTUCb Ha anropuTmi,
CNPAMOBAHOMY Ha BMWPIBHIOBAHHA 3ara/ibHOr0 HaBaHTa)eHHA uumx cyais. OTKe, cyan 3 HeBeNUKUM
HaBaHTAXXEHHAM, IK OYiKYETbCA, OTPMMYBATUMYTb DifiblLy YACTKY CrpaB NPO HaKa3Hi NpoBaAKeHHA NOPIBHAHO 3

nepeBaHTaXeHNMMU CyaaMMU.
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lll. EKcTepuTOpianbHMiA OHNAH po3rnag | AnbTepHaTuBHI popmu
TeputopianbHoOI opuUcaukKuii | 3
Xopsartia: Y 2015 poui 3anpoBag)KeHa «yHigepcasabHA mepumopianbHa PUCOUKUIa» WOAO0 CYAiB APYroi
IHCTaHUIT (OKpYy»XHUX cyaiB). CKaprn Ha pileHHA cyAiB neplloi iHCTaHLUii po3rnsaatoTbCa BUNAAKOBO 06paHum

OKPYXXHMM CYyAOM B MeXax KpaiHW. AnensauivHi cnpaBu pPO3NOAINAITLCA MiXK OKPYKHUMW Ccygamu 3a

AOMNOMOrolo eNIeKTPOHHOI CUCTEMU BUNAAKOBOIro PO3noAisnly Ha OCHOBI aAropuTmy.

3aBAaHHA Aa/ITOPUTMY MONATAE Y:

e 3piBHIOBAHHI HABaHTa)XEeHHA anenAayuiMHUX cyAis no Bciv Xopsarii;

e 3abe3nevyeHHi 04HAKOBOro TEMMy PO3rAsA4y Crnpas Ta raPMOHiI3aLii CyA0BOi NPAaKTUKM CYAiB APYroi iHCTaHL,T;

e 3MEHLIeHHA MicueBOro BM/IMBY: B pe3y/bTaTi PO3MNOAi/lly crnpaB Mo BCiM KpaiHi, cnpaBa po3rnAgaETbCsa B

IHLLOMY pEerioHi HiX Tam, Ae NPUNMaNoca pPilleHHs.

Y XopBarTii He iCHYE CTaHAAPTM30BaHUX NpoLeayp ANA opraHilauii Takmux cayxaHb. OgHaK HaMbinbl peanicTUYHUM

pilueHHAM 6yn0 6 NpoBeAeHHSA iIX B OHNaNH ¢opMarTi, Lo A03BONEHO NPOLECYa/ibHUM 3aKOHO4aBCTBOM.
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lll. KoHuenuia npoekty 3akoHy YKpaiHu «llpo BHeceHHA 3MiH A0 locnopaapcbKoro
npouecyanbHOro Kogekcy YKpaiHu t1a LluBinbHoOro npouecyanbHoOro Kogekcy YKpaiHu
LLLOA0 eKCTEPUTOPIaZIbHOTO PO3rnAay B OKpeMux Kateropisax cnpas» | 1

Merta: 3anpoBaaKeHHs MexaHi3my, KM 3abe3neynTb PiBHOMIPHUM PO3NOAIA CNpPaB MiXK CyaAAAMM Ta CyAaMM NepPLUOi iHCTaHUIi i, BiaTaK,

WBUAKUN Ta ePeKTUBHUIN PO3rNaa CNpas, WO NOCUAUTb FrapaHTii NpaBa Ha cnpaBeAaAMBUINA CyA0BUIN PO3rnaa BianoBiagHO A0 cTaTTi 6 EKIJI.

3aKOHOMNPOEKT Nepeabayae TPAHCHPUCAUKLINHUNA OHNANH PO3TNAA AEAKMX KAaTEropin UMBIIbHUX Ta FOCNOAaPCbKUX CNPaB Ha PiBHI NepLuoi
IHCTaHU,T.

TpaHCIOPUCANKLINHUIA PO3rAsA, - NPOLLEC, MPU AKOMY BUNAAKOBUM PO3NOAIA CNPaBU MiXK CyaAsMM 34iMCHIOETbCA He cepea, CyAAiB OAHOro

cyay, a cepea ycCix cyaAais, BHECEHUX A0 PEECTPY HA OCHOBI aAropuTMy AN BU3HAYEHHA KoedilieHTA 3aBaHTaXKeHOCTi KOXKHOro cyaai.

TpaHCIOPUCANKLIMHOMY OHNAMH PO3rnaay, AKWO i No3mMBaY, i BiANOBiAaY MatoTb eNleKTPOHHUI obnikoBuid 3anuc B ECITC nignaratTumyTb

TaKi cnpasu:

®  MaJI03HAYHI CNpaBun, AK BU3HAYEHO B NpouecyanbHUX KOLEeKcax;

e  Crpasw, WO BUHUKALOTb i3 TPYAO0BUX BiAHOCUH;

®  CrpaBu NPO HagaHHA CyAOM A03BOIY HA TUMYACOBUM BUI34, AUTUHN 33 MeXi YKpaiHu;

e fesKi BUAM cnpas npo 6escnipHi BUMoru (y cnpaBax Haka3sHOro nNpoBaAKeHHs).
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lll. KoHuenuia npoekty 3akoHy YKpaiHu «llpo BHeceHHA 3MiH A0 locnopaapcbKoro
npouecyanbHOro Kogekcy YKpaiHu t1a LluBinbHoOro npouecyanbHoOro Kogekcy YKpaiHu
LLLOA0 eKCTEPUTOPIaZIbHOTO PO3rAAay B OKpemMux Kateropifax cnpas» | 2

YYacHUKM cnpaBKu, AKa PO3rNAAaETbCA TPAHCIOPUCAMKLIMHO, MalTb MNPUEAHATUCA [0 CYAOBOro

3acigaaHHA 3a 4onomoroto 3acobiB BiaeoKkoHdepeHuii Nn03a mexKamu 3aau Cya0BUX 3aciaaHb.
[Mpoueaypa OCKApPMKEHHS 3a/IMLLIAETLCA HEe3MiIHHOW, To6TO BOHa byae BiabyBaTUCA 3a TPaAULIMHUMMU
npaBuaaMmM TEPUTOPIANBHOT FOPUCAUKLLI.

TakMm YMHOM 3aKOHOMPOEKT 3MIHIOE NpPaBuia TePUTOPiIaNbHOI KPUCAMKLIT LLLOAO BiANOBIAHMX CNPaB i
nepeabayac ix po3noain mix ycima cyaaamu BianoBigHOro piBHA i3 meTolO:

® VYCYHEHHA HEePIBHOMIPHOro HaBaHTAXEeHHA B Pi3HUX PerioHax KpaiHu;

® BUPIBHIOBAHHA WBUAKOCTI 3A4iMCHEHHA NpaBoCcyaAas;

® HajaaHHA cyAam BinbLIOT THYYKOCTI B YNPaBAiHHI onepauinHuMK TPyAHOLWaAMW.
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l1l. EKcTepuTopianbHUii oHNanH po3rnag | Mepcnektusm | 1

[Hy4YKa TepuTOpiasibHa LLPUCAMKLIA ANA YKPATHU:

e J[lo3BONUTbL NEPEPO3NOAINATU CNPABM MiXK perioHamm — NOTEHLIMHO 33 AOMNOMOrol a/IfOPUTMIB,

o 36a/1aHCOBYIOTb HAaBAHTAMKEHHS;
e [103BO/INTb BUNPaBAATK abo nom'aKkwyBaTK gucnponopuii 6e3 nikeigauii micLEBUX CYAiB;

e 3b6epiraTMme AocTyn A0 npaBocyanA B MEHLWMX rPomagax, 3MEHLWYE NOMITUYHUIMA TUCK Ha cyp, i

NiABULLYE 3araNibHy ePeKTUBHICTb.
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lll. EKcTepuTopianbHUii oHNaH po3rnag, | NMepcnektusm | 2

3anponoHoBaHi 3MiHM 40 npoLecyasibHUX KOOEKCIB:
® BiANOBiAAalOTb MiXXHAapPOAHMM 3060B’A3aHHAM KpaiHu 3a EKIJI;

® He CTBOPKKTb Ha,D,MipHMX nepewros ana Aoctyny A0 NnpaBocyaaAd Ta HE NOPywyroTb NMpPaBO HA

cnpaBeasinBUn cya,;
® [103BOJIAOTb AOCAITU HU3KU NETITUMHUX LiNen, 30Kkpema:
O MOCUIEHHA aBTOHOMII CTOPIH;
C  MiABULLEHHA NpouecyasibHOl 3pYYHOCTI;

O CMPUAHHA CYAOBIM cneuianisauii Ta onepauinHin ePpeKTUBHOCTI, ePeKTUBHOMY pearyBaHHIO Ha

TMMYACOBI iIHCTUTYLiNHI BUK/IMKU, TaKi AK HAKONMYEHHSA cnpaB abo HepiBHOMIpHE HaBaHTaXKeHHA.
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Typical violations in the processing of
personal data by Al systems from the
perspective of data protection
supervisory authorities”

Andrii Hachkevych, PhD in Law, Associate Professor

(Institute of Law, Psychology and Innovative Education,

Lviv Polytechnic National University)

» IX KHARKIV INTERNATIONAL
LEGAL FORUM

September, 2025




TuUnoBi NopyLleHHA Npy1 06pobLi NepcoHa/IbHMX AaHMX
CUCTEMAMMU LUTYYHOrO THTENEKTY 3 NOo3MLUIT Hara1aao0BuxX
OpPraHiB 13 3aXMCTY AaHUX

AHApin ['a4ykeBnY (IHCTUTYT nNpaBa, NCMXOonoril Ta IHHOBAaUIMHOI OCBITU, J1bBIBCLKUA

NONITEXHIYHMX HaUIOHANbHUW YHIBEPCUTET)

IX KHARKIV INTERNATIONAL

September, 2025
LEGAL FORUM




[lhaH BUCTYNY

01 02

O6pobKa AaHMX Cnocobu
AK MOHATTA 06po6Ku LLI

03 04

Ornaj Keucis Buam nopyLueHb







A

AK1 cepBiCcH LUTYYHOro IHTENIEKTY Ta NPMBATHI KOMMNaHI1

BUK/IMKA/IM 3aHENOKOEHHA HarnAa40BMX OpraHiB!? (

@ Clearview Al



'

He TinbKKM pO3MOBHi YaT-60TH Ta
3aco6Mm ipeHTUdiKauii 3a gpoTo




O6po6Ka
nepcoHa/IbHMX JaHUX

byab-sika onepadito abo CyKynHiCTb onepauin 3 nepcoHanbHUMM gaHnmm abo HabopamMmu nepcoHanbHMX OaHUX, He3aneXxHo Bi

TOro, Y1 BOHU BUKOHYIOTbCS aBTOMAaTU30BaHMMKM 3acobamu, Um Hi. [1o Takux onepauin HanexaTtb: 30ip, 3annc, opraHisauis,

CTPYKTYpPYBaHHSA, 30epiraHHA, aganTauis ado 3MmiHa, NOWYK, KOHCYNbTauisl, BUKOPUCTaHHSA, PO3KPUTTA LUIIAXOM nepepadi,

nowmnpeHHA abo 3abe3nevYeHHA AOCTYNHOCTI iHAKLWUMM YMHOM, y3rogXeHHs1 abo noeaHaHHA, OOMeXeHHSA, BugarneHHs abo

SHULWEeHHA




- 3BbIP - Konm cuctema LUTYYHOro 1HTE/IEKTY OTPUMYE THDOPMaLIo NPo @Pi3nMYHY OCOOY i
NepCcoHa/bH1 laHi CTaloTb AOCTYNHUMU ANA BUKOPUCTAHHA;

- BUKOPUCTAHHA - 3a gonomoroi nepcoHalbHMX AaHMX AK pecypcy, 3J4aTHOro Ao
3MIH, CyYaCHi TeXHosoril BMKOHYKTb Ti 4YM IHWI 3aBAAaHHA, OTPUMYIOTb MNEBHI
pe3y/bTaTu;

- 3MIHA AKOCTI - 3 ogHOro 60Ky, nepcoHasjsbHi JaHi MOXYTb OYTM BUNpaBAEHUMU -
TMM  CaMMM CTaBaTU OiNbll TOYHMMM, 3 ITHLWOro - 31 3HMMKEHHAM pPIBHA  AKOCTI
NepcoHasibHi AaHi BTpa4valoTb YYT/MBICTb, - HACNiIAKOM JAeceHcubinisauii € u
NiABULLIEHHA PIBHA 3aXULLIEHOCTI;

- BUAAJIEHHA - Ko iHpopMaLia nepectae iICHYyBaTU Yy CUCTEMI LUTYYHOrO IHTENEKTY,

a OTXXe He nignAarae noAasibLLOMY BUKOPUCTAHHIO.






Garante ITanii
npotn OpenAl

3 6epe3HAa 2023 p. Garante ITanii (odiyiMHa Ha3Ba - Garante per la
protezione dei dati personali) 3 3ax1cTy gaHmx Ao rpyaHa 2024 p. nposoaus
pPO3C/ligyBaHHA TOro, HACKiZIbKKM HaBYaHHi Ta BUKopMcTaHHi ChatGPT
AoTpuMytoTbCA nonoxeHHsa GDPR

[lporpec TexHonorinv. 3axuct NPUBaATHOCTI

® (1) iHdbopMyBaHHA Npo 36ip Ta 06PO6KY NEPCOHAIBHUX JAHMX, A TAKOX TXHiM 3B’A30K 3
HaB4YaHHAM anroputmiB ChatGPT,(2) HafaHHA MOXK/IMBOCTEMN BiIMOBMTMCDH BiJI 06pOGKHU
NepCcoHasibHMX JaHMX KOpMCTyBavaM Ta (3) BMNpaBaATU AaHi, AKi HE € TOYHMMMK ab0o
aKTya/IbHUMM, (4) BAOCKOHAMIEHHA NONITUKM KOHMDiAEHLIMHOCTI Ta niABULLEHHSA Ti BUAMMOCTI, (5)

onuii nepeBipku BiKy, (6) npoBeAeHHSs iHDOPMALIMHOT KaMnaHii

PO36/I0KYBaHHSA ‘ wTpad y po3mipi 15 M/H.€BPO



CNIL ®paHuii npotu
q Clearview

HarnagoBum opraH 3 3axmMcTy AaHux ®paHuii po3rasaaB 3acToCyBaHHS
nporpamMHux npoaykTiB Clearview, AKi 403B0/ISIIOTb BU3HA4YaTU 0COOY Ha
doTorpadii

Y po3miweHHa B IHTepHeTi pooUTb JaHi TaKUMM, AKi
MOYHa 06po61aTH BiJIbHO?

CT. 6,12, 15,17, 31 | wrpad y poamipi 20 MIH.€BPO







TmMnoB1 NOpyLIEHHA



BUCHOBKW

MaTtepianbHi NOpyLWEeHHA

HepoTpyMaHHA npmvHUMNIB 0OpPO6KM
He3abe3ne4vyeHHA npaB cy6’eKTiB
BiagCyTHICTb HaNeXHOo1 NiaCTaBu
3arasibHuUM PEXMM 3axXMCTy AN OKPEMMX
KaTeropin nepcoHajibHUX AaHuX,
Hacamnepez, npo Aiten

[poueaypHi NopyLweHHA

« BigcyTHicTb npeactaBHMKa B €C

 HerotoBHICTb OLIHKU BMNJIMBIB Ha 3aXUCT
NAaHUX

* BigMmoBa B3aeEMOAiATH 3 HAr1910BMMM
opraHamu (ct. 31)
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Co-funded by
the European Union

€Bponencbki pyHAaMeHTaNbHI LiHHOCTI y unppoBsy epy,
LeHTp JockoHanocTi )KaHa MoHe

OcobucTta aBTOHOMHICTb
AK NPaBOBA LLIHHICTb B CBIT/1I Cy4aCHMUX
TeXHONOTIYHUX BUKJINKIB

Metpo CyxoponbCbKum



LLlo came Ham nNoTpibHO 3axmnwaTn?
Yomy TaK Ba*knmBa iHAUBIAYaNbHA aBTOHOMHICTb?
AKi 3arpo3u cTteoptoe LI gna aBTOHOMHOCTI?
Y 3axmWatoTb HAC NPABOBI aKTU?

LliHHOCTI y dOKYyCI
yBaru, WO CTOCYHOTbCA
3axucty 1

[1pnBaTHICTb Csoboaa [igHICTb ABTOHOMHICTb?




GEORGE ORWELL

CB060aa NOBHICTIO BiACYTHA

EnemeHTn cBob60AM € Yy NponiB, ane ue He
aonomarae: «flposnam moxcHa 00380auUMu
c80600y, 60 8 HUX HEMAE IHMeENeKmy»

BRAVE NEW
WORLD

THEBEST
" CLASSIC BOOKS
. OFALLTIME

MNeBHMiA BapiaHT cBO6OAM €, i Lie ABHO BUAHO
Ha NpuKnaai A*KoHa «QuKyHa»

Lle He fJonomarae, 60 NOBHICTIO BiACYTHA
aBTOHOMHICTb. HeMoXN1nBicTb aBTOHOMHOCTI
aosoauTb [1XKoHa Ao camorybcTsa



Hin MoxaH, Ton-meHeaxep YouTube: «[loHao 70% 4Yacy, sKuli eu nposodume Ha
YouTube, su nepezanadaeme poauku, nidibpaHi 0214 8ac Ha 0CHo8i peKomeHoauyit LLI»

Lle AOKa3 JOCKOHANOCTI a/ITOPUTMY YN BNPABHUX MaHinynaLin?

Yn mn HACMPAB/AI xouemo ue ausmutuca?




Ocobuncta aBTOHOMHICTb — HaMbinbL
dyHOameHTanbHa (KiHLEeBa) LiHHICTb, WO €
6a30B0t0 A4 cBOOOAMU i MiAHOCTI

JTtoAHa cama € rocnoaapem CBOro XUTTA,
CYBEPEHOM CBOrO LLLACTA, | BOHA Cama NOBUHHA
AO3PIiTU A0 NEeBHOrO pPilleHHA, AKe CTOCYETbLCA
il AoNi, cama ma€ 3pobutn Bmnbip i HecTH 3a
HbOro BiANOBiAANbHICTb

ABTOHOMHICTb BK/IIOYAE HAABHICTb B /IIOAUHU
6aratbox LLinen Ta iHTepeciB NapasienbHo,
HaBiTb KOHPNIKTYOUMX MiXK cOb0t0. | BOHA B
PiI3HMIN Yac MOXKe POBUTK Pi3HMIK BUDIP,
BKJIFOYAIOYM 3MiHY CBOIX NpedepeHLim

CBobopa 3acnyroBye CBOMO iMeHi
Nvnwe  ToAi, KOAM  OOCATHEHHA
Haworo 6nara BiAOyBa€ETbHCA
HALWWMM BAAaCHUMM cnocobamm.

MpuHUMN csoboau BUMarae
cBoboaM cmakiB i 3aHATb, cBObOAMU
opOpPMIIOBATM NNAH HALLOrO KUTTA,
WO BiANOBIAAE HAWIOMY XapaKTepy,
cBoboam pobutn Te, WO MU XOYEMO,
i MPUAMATU MOMKAUBI HACNigKN —
6e3 oaHux nepewkops, i3 6oky cobi
noAibHUX, AOKK Te, WO MU pobumo,
He WKOAUTb IM, HaBITb AKLLO Hawa
noseAiHKa 30Q€TbCA 1M AYPHOLO,
3604eHOot0 YM XnMbHolo.

LxcoH Cmroapm Minne




Ymosu

aBTOHOMHOCTI ~ JOSEPH RAZ

THE MORALITY
OF FREEDOM

HaABHICTb MeHTaNbHMUX o : BiAHOCHA He3aneXHiCTb,
o o ALeKBaTHUM nepenik .
30aTHOCTEN Nogeun, AKi " AKA BUKJIIOYAE XKNTTA Nig,
. AOCTYNMHMX onuin (TecTt
[03BONAIOTb IM ByTH . . : NPUMYCOM YU
Pi3HOMaHITHOCTI) . .
AaBTOHOMHUMMU MaHIinynALiaMm

YMOBM aBTOHOMHOCTi — KONIEeKTUBHI 6aara. 3aBaaHHA ypaay — ix po3BuBaTU.

[Mo3uTnBHa cBobOAa OTPUMYE CBOIO LLiHHICTb BiZ, CBOro BHECKY B 0cobucty
aBTOHOMHICTb. Obcse ma 3micm no3umueHoi ce0bo0u 8U3HAYAEMbCA Yepe3
8HECOK CripHO20 enemMmeHma 8 a8MoHOMHICMeb.

[lep)kaBa MOXe 3acTocoByBaTM Npumyc (a_ TakoxK MaHinynsuii), TobTo
3MEHLLYBATU NepCcoHasibHy aBTOHOMHICTb OAHIEI NOANHWU, NULLIE KOAU Le
0br'pyHTOBaHO 3aXMCTOM NMEPCOHabHOI aBTOHOMHOCTI iHLWMX OCib




EKkocucrema NOCTIMHUX i BUTOHYEHUX OHNAUH-MaAHINyNALWin:
MaHinynauii - yearoto, BMOOpPOM, BIAYYTTAMM, CTaHaMM,
cepefoBULLLEM, AM3ANHOM TOLLO

MaHinynAyii Ha BCiX eTanax KOPUCTYBaHHA cepBiCamu

LUl Ta [OCArHEHHA HEeWPOHAYKM JonomaratoTb Habarato
NiABNWUNTN eDEKTUBHICTb | NepCoHanNi3aLito MaHiNnynauin

Hanpamu Bnansy
Ha aBTOHOMHICTb

Midu Ta
iaeonoriyHnm
BMNJINB

Lli.hnecnpAamoBaHi
MaHInynauil

ApXITeKTypa Ta
couianbHI HOpMU




Product: 43%

X

-

{ A

4

OHnanH-nnatdopma ym

peknamoaasel,b 3HalOTb

NPO KOPUCTYBa4a 3HAa4YHO
binblue, HiXK BiH cam

XTO KnieHM, a XTo pecypc?

When we go online, we
are following scripts
written by others



LUTYYHMIM «iHMmenekm»

ANTOPUTMU: KOYMaAOMb»,
«po3ni3Harome», «bayameo»,
«po3ymitomb», «pobsameo
BUCHOBKUY.

Cindy Grimm, Professor of
robotics: Modern Al or robotic
system is still far less complex
than the average bacterium and it
will just "do" what you want.

MoTpibHO BUKOPUCTOBYBATH
MEeXaHICTUYHY Ta NeAaHTUYHY
MOBY, KON Mun rosopmumo npo LI

Whatis an
Al Hallucination?

An Al hallucination is a false or misleading output generated by an artificial
intelligence system. It can be a confident response by an Al that does not seem
to be justified by its training data.




nature human behaviour

Article https://doi.org/10.1038/s41562-024-02077-2

How human-Alfeedbackloops alter
human perceptual, emotional and social
judgements

Received: 24 March 2023 Moshe Glickman®'? & Tali Sharot'*?
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Adjectives associated with A.l.-generated text have
increased in peer reviews of scientific papers about A.l.

Frequency of adjectives per one million words

Innovative
100
80
60
Notable
40
Commendable
Intricate
20 ]
e Versatile
Meticulous

| | | 1
2020 2021 2022 2023 2024



Number of articles using the phrase
"delving into"

2024 2022 2021 2020 2019 2018 2017 2016 2015 2014 2013 2012 2011 2010



Ehe New York Times https://www.nytimes.com/2024,/03/29/opinion/ai-
internet-x-youtube.html

GUEST ESSAY

A.l-Generated Garbage [s Polluting Our Culture

March 29, 2024

By Erik Hoel
Mr. Hoel is a neuroscientist and novelist and the author of The Intrinsic Perspective newsletter.

Einstein supposedly said: “If you want your There’s so_much synthetic garbage on
children to be intelligent, read them fairy the internet now that A.l. companies
tales. If you want them to be very and researchers are themselves
intelligent, read them more fairy tales.” But worried, not about the health of the
what happens when a toddler is consuming culture, but about what’s going to

mostly A.l.-generated dream-slop? happen with their models.




NMUTaHHA NepCcoHaNbHOI aBTOHOMHOCTI Y aKTax wWwoAao0 peryntosaHHA LI

European Commission’s High-Level Expert Group’s Ethics Guidelines for
Trustworthy Al

Respect for human autonomy is strongly associated with the right to
human dignity and liberty. Al systems should not unjustifiably
subordinate, coerce, deceive, manipulate, condition or herd humans and
should be designed to augment, complement and empower human
cognitive and cultural skills.

Montreal Declaration for Responsible Al

Principle of respect for autonomy. The right of persons to achieve their
goals and live in accordance with their values and ethical beliefs.
Goverments and companies should not promote or discredit a certain
conception of the good life. We must empower citizens by ensuring
access to relevant forms of knowledge, promoting the learning of
fundamental skills and encouraging the development of critical thinking.

INDEPENDENT

HIGH-LEVEL EXPERT GROUP ON

ARTIFICIAL INTELLIGENCE

BY THE EUROPEAN COMMISSION

* K
*x %

ETHICS GUIDELINES
FOR TRUSTWORTHY Al




Al Act

MnTaHHA  ocobuctoi aBTOHOMHOCTI  BiACYHYTI  Ha
nepudepito: aBTOHOMHICTb 3ragaHo Aauwe 2 pasu B
npeambyni i })kogHOro pa3y B CTATTAX.

Ct. 5 3abopoHse BukopuctaHHa LI-cuctem, AKi «deploys
subliminal techniques beyond a person’s consciousness or
purposefully manipulative or deceptive techniques, with the
objective, or the effect of materially distorting the behaviour of a
person or a group of persons by appreciably impairing their ability to
make an informed decision, thereby causing them to take a decision
that they would not have otherwise taken in a manner that causes or
is reasonably likely to cause that person, another person or group of

persons sighificant harm».

1) Ak goBecTn, WO TEXHIKM «NiACBiAOMI»?

2) lonoBHa WKoAa — collianbHa, a He /18 0cobum Yum rpynu.
3) CraHpapTHi iHTepnpeTauii npaB JAOAWUHU  HE
BPaXOBYOTb PO3I/IAHYTI 3arpo3un A9 aBTOHOMHOCTI.

Artificial intelligence systems

Minimal risk

General purpose Al models (GPAI)
GPAI models - Transparency requirements

GPAI with systemic risks - Transparency requirements,

risk assessment an mitigation

EU Al-Act: Risk-based Approach

\.d

Violation of EU fundamental rights and
values.

Impact on health, safety or fundamental
rights.

Conformity assessment, post-market
monitoring, etc.

Risk of impersonation, manipulation or
deception (e.g. chatbots, deep fakes,
Al-generated content).

Information and transparency obligation

Common Al sytems e.g. spam filters,
recommender systems, etc.
No specific regulation



PiLueHHA 3 6OKY NONITUKO-NPaBOBOi cCUCTEMU

HeedpeKTUBHICTb
MeXaHIi3My 3roau Ha
onpauoBaHHA
NepCOHaNbHUX OAHUX
YM PO3MILLLEHHA KYKI3

3aMIHUTU 11 HA OLIHKY
PU3UNKIB B MEXKaX

cnisnpauvl BeZIMKOro
bi3Hecy i Bnaau

Yun cnpuse Take pileHHA 36inbleHHI0 aBTOHOMHOCTI NI04UHU?



KoHBeHuia Pagu Esponu npo LUI
Ponb i 3arpo3n gna aBTOHOMHOCTI YiTKO Big3Ha4YeHi.

[loBara A0 iHAMBIAYA/IbHOI aBTOHOMHOCTI nopAapg, i3 nosaroto 4o
riAHOCTI 3aKpinNneHa y OKPeMmin CTaTTi AK KAKYOBUN NPUHLMUN —
nepwmnn y nepeniky i3 cemum npuHUMNIB.

Mpeambyna KouBeHuii: artificial intelligence systems may
undermine human dignity and individual autonomy, human
rights, democracy and the rule of law

KoHBeHUia BiABOAUTb A/ aBTOHOMHOCTI ¢pyHAAMEHTa/ibHe
Mmicue — nopAn 3 TiAHICTIO Ta neped npaBamMu  JOAUHM,
AEMOKPATIED | BEPXOBEHCTBOM MpaBa

Article 7 —= Human dignity and individual autonomy

Each Party shall adopt or maintain measures to respect human dignity and individual autonomy
in relation to activities within the lifecycle of artificial intelligence systems.

COUNCIL OF EUROPE
=« FRAMEWORK CONVENTION
INARTIFICIAL INTELLIGENCE
AND HUMAN RIGHTS,

» DEMOCRACYAND

THE RULE OF LAW

COUNCIL OF EUROPE

CONSEIL DE 'EUROPE




3a AONOMOrOl0 L€l HOBOI «MeraTexHikm» AOMiHaHTHa

MEHLLUICTb CTBOPUTb OAHOPIAHY, BCEOXOMHY, Ccynep- LEWIS

NAaHeTapHY CTPYKTYPY, NPU3HAYEHY A/1A aBTOMATUYHOI MUMFORD
pPoboTU. 3amicTb TOro, Wob akKTMBHO GYHKLIOHYBATU AK

aBTOHOMHAa 0cobucTictb, /l0AMHA CTaHe NaCUBHOMO,
6e3uinbHOIO, MAaLLMHHO 06YMOBNEHOIO TBAPUHOIO.

" THE MYTH OF THE -
 MACHINE

. THE PENTAGON

BceseranbHuUi Harnaa — Ue HEe NPOCTO BTOPrHEHHSA B OF POWER
NPUBATHE XWUTTA, @ NOBHE 3HULLEHHA aBTOHOMHOCTI:
BNacHe, PO3KNAaJaHHA NHOACLKOI AVLLUi.

J1broic Mamabopo, 1967

= " Jlimepamypa
== e Sukhorolskyi P.M. Respect for Personal Autonomy in Al

s ot Regulatory Framework. Problems of Legality. 2025. 168. P.

EUROPEAN . . ¢ 6-25
FUNDAMENTALVAL_UE‘)‘.I *

'"T“ED'G'TALE“?§,.\'. e Sukhorolskyi P. Fundamental Values of Data Protection
t“\; Law: Autonomy vs the Megamachine. European
Fundamental Values in the Digital Era : [monograph] / eds.:
Yulia Razmetaeva, Nataliia Filatova-Bilous. Kharkiv : Pravo,

2024. P. 79-103.
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